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CRIMINAL REFERRAL · SUPPLEMENT TO THE REFERRAL OF JUNE 30, 2026 · NEW
EVIDENCE ONLY

PRESERVATION DIRECTIVE REQUESTED
IMMEDIATELY

Concealment of a Custodian's Electronic Records During Pending
Federal Litigation
Federal Bureau of Investigation — Chicago Field Office
Attn: Public Corruption / Civil Rights Squad
2111 W. Roosevelt Road, Chicago, Illinois 60608  ·  tips.fbi.gov

United States Attorney’s Office, Northern District of Illinois
Attn: Criminal Division — Public Corruption
219 S. Dearborn Street, Suite 500, Chicago, Illinois 60604

CUSTODIAN

fderosa@lakecountyil.gov — Lake County State's Attorney's Office

Live and answering a written preservation demand June 23, 2026, 1:14:55 p.m. CDT · 550 5.1.10 RecipientNotFound July 13, 2026 ·
550 5.4.1 Recipient address rejected July 29, 2026 · two actions pending before judges of the United States

To the Special Agent in Charge and the United States Attorney:

This is a criminal referral. It supplements the referral transmitted to this office on June 30, 2026, and rests entirely on

records that did not exist when that referral was sent.

The subject matter is the electronic mailbox of a Lake County Assistant State’s Attorney who prosecuted the state case
underlying two civil actions now pending before judges of the United States. On June 23, 2026 that mailbox received a
written preservation demand and answered it. Twenty days later the address no longer resolved in Lake County’s
directory. It has not resolved since. Lake County has never stated that the address was retired, that the custodian
separated, or what became of the mailbox contents.

ACTION REQUESTED

1 Direct Lake County to preserve, immediately and without regard to any retention or deletion schedule, the entire Microsoft
365 tenant record for the mailbox and directory object associated with fderosa@lakecountyil.gov, including any
soft-deleted, inactive, archived, converted, or Recoverable-Items content.

2 Obtain the tenant records identified in Part VI. They are in Lake County’s exclusive possession and they answer the only
question the transport records leave open: which administrative act was performed, on what date, by which account, on
whose instruction, and whether the contents were preserved before it was performed.

3 Determine whether the contents of that mailbox as they existed on June 23, 2026 remain available in any form.

I. THE FEDERAL MATTERS

Two actions are pending before judges of the United States, both arising from the same state prosecution in which

this custodian appeared for the People:

Case Court and status

Allababidi v. Shepherd
No. 1:26-cv-06738

N.D. Ill. (Kennelly, J.). Civil rights action under 42 U.S.C. § 1983. First Amended Complaint naming Lake
County assistants in their individual capacities.
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Case Court and status

Allababidi v. Junkin
No. 1:26-cv-01077

N.D. Ill. (Blakey, J.). Petition for writ of habeas corpus. Rule 4 review passed April 13, 2026. Answer due
August 10, 2026.

Both are proceedings before a judge or court of the United States. Section 1515(a)(1)(A) of Title 18 provides:

18 U.S.C. § 1515(A)(1)(A)

[  “[T]he term ‘official proceeding’ means — (A) a proceeding before a judge or court of the United

States …”  ]

II. THE CUSTODIAN

Francis P. DeRosa IV, Assistant State’s Attorney, Felony Traffic Division, Lake County State’s Attorney’s Office,

18 N. County Street, Waukegan, Illinois 60085 — direct 847-377-3525, facsimile 847-625-7129,

fderosa@lakecountyil.gov.

His role in the underlying matters is documented in Lake County’s own production of July 29, 2026. He prosecuted the
case to plea. In correspondence of July 2025 he wrote that the defendant was “difficult and at this time is refusing to
accept a straight felony” and “difficult to put it mildly”; that the felony would convert to a misdemeanor only in the
absence of violations — “ANY violations, and it stays a” felony; and that if the defendant exercised his right to trial,
“I’ll revoke the offer, and should the State prevail … I will be asking for prison.” (Exhibit B, production pages 384
through 389.) On December 5, 2025 he circulated an “Ehab Allababidi Update” to county civil counsel. (Exhibit C,
production page 186.) He is a subject of a disciplinary complaint filed with the Illinois Attorney Registration and
Disciplinary Commission.

His mailbox is therefore a custodian of records material to both federal actions, and he is a person whose own
communications are at issue in them.

III. JUNE 23, 2026 — THE MAILBOX RECEIVED A PRESERVATION DEMAND AND ANSWERED IT

At 1:13:14 p.m. Central on June 23, 2026 a written preservation demand was transmitted with

fderosa@lakecountyil.gov in the copy line. One hundred one seconds later, at 1:14:55 p.m., Lake County’s

Microsoft 365 environment returned a reply from that exact address.

Header or control Observed value

Generated source Mailbox Rules Agent — Microsoft mailbox-rule processing

Inbox rules loop fderosa@lakecountyil.gov

In-Reply-To the RFC Message-ID of the preservation demand, exactly

x-ms-exchange-parent-message-id the same RFC Message-ID

Auto-Submitted auto-generated

Originator / tenant lakecountyil.gov · dd536cf5-92fd-42ff-a754-e98666cb7a96

Cross-tenant fields AuthAs: Internal · from-entity: Hosted

Domain authentication DKIM pass · SPF pass · DMARC pass

Reply body “I am currently out of the office and will return, Thursday, 6/25/2026.”
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A Mailbox Rules Agent reply is generated by a provisioned, licensed, enabled mailbox executing an inbox rule, and by
nothing else. The June 23 baseline is therefore fixed on Lake County’s own transport headers: the mailbox existed, it
was functioning, and it received the preservation demand. The message-level linkage is not a subject-line inference;
the reply names the triggering message’s RFC Message-ID in two independent header fields.

IV. JULY 13 AND JULY 29, 2026 — THE ADDRESS CEASED TO RESOLVE

On July 13, 2026 at 8:09:19 p.m. Central a further demand was transmitted with the same address in the copy line.

Nineteen seconds later No-Reply@lakecountyil.gov returned a Microsoft 365 non-delivery report whose

In-Reply-To names that outgoing message:

MICROSOFT 365 NON-DELIVERY REPORT, JULY 13, 2026

[  “Your message to fderosa@lakecountyil.gov couldn’t be delivered. … fderosa wasn’t found at

lakecountyil.gov. … 550 5.1.10 RESOLVER.ADR.RecipientNotFound; Recipient

fderosa@lakecountyil.gov not found by SMTP address lookup.”  ]

A 5.1.10 RecipientNotFound is the result of a directory lookup. It is not a spam block, a mailbox-full condition, a policy
rejection, or any sender-side state. No act of the sender can produce it. It reports that the recipient object was not in Lake
County’s directory.

On July 29, 2026 at 7:13:50 p.m. a third message was transmitted. Fifteen seconds later Gmail returned a delivery-status
notification quoting the remote response of lakecountyil-gov.mail.protection.outlook.com: 550 5.4.1 Recipient address
rejected: Access denied. The condition was not transient. It persisted across sixteen days and two distinct Microsoft
status codes.

THE WINDOW IS TWENTY DAYS AND IT IS DOCUMENTED AT THE MESSAGE LEVEL

The recipient object for a custodian under an express written preservation demand was removed from or disabled in
Lake County’s directory between June 23 and July 13, 2026, while two actions were pending before judges of the
United States. Each of the six messages is identified below by Gmail record identifier, RFC 822 byte length, and
SHA-256 digest of the decoded raw message.

V. THE FEDERAL OFFENCE

18 U.S.C. § 1512(C)(1)

[  “Whoever corruptly — (1) alters, destroys, mutilates, or conceals a record, document, or other

object, or attempts to do so, with the intent to impair the object’s integrity or availability for use in

an official proceeding … shall be fined under this title or imprisoned not more than 20 years, or

both.”  ]

The elements map to the record. A record — the mailbox and its contents. Concealment — an address that resolved

and answered on June 23 does not resolve on July 13, and the contents have not been accounted for. An official
proceeding — two, both pending, both before judges of the United States, and § 1512(f)(1) provides that a

proceeding need not even be pending. What remains is corrupt intent, and intent is what the tenant logs, the

separation records, and the identity of the instructing account will show.
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Section 1519 is cited in the alternative only. It reaches records offences touching “any matter within the jurisdiction of
any department or agency of the United States,” and civil litigation before an Article III judge is not such a matter.
Section 1512(c)(1) is the provision that fits, and it carries the same twenty-year maximum. Section 1512(b)(3) may also
be implicated to the extent the removal was intended to hinder communication of information to a federal law
enforcement officer or judge.

Appellant does not assert that any named individual personally executed the removal. The transport records establish that
the object was live on June 23 and absent by July 13; they do not identify the account that changed it. That is the question
this referral asks the government to answer, and the records that answer it are listed next.

VI. RECORDS IN LAKE COUNTY’S EXCLUSIVE POSSESSION

1 Microsoft Entra ID and Active Directory user-object creation, disablement, deletion, restoration, and change history for
the object associated with fderosa@lakecountyil.gov.

2 Exchange Online recipient-object and mailbox lifecycle history, including soft-deleted, inactive, shared, and converted
mailbox states, alias and proxy-address history, and licence assignment history.

3 Exchange message trace for the three transmissions of June 23, July 13, and July 29, 2026; the Microsoft 365 Unified
Audit Log; Exchange administrator and mailbox audit logs; and directory-synchronisation logs.

4 Retention policy, litigation-hold and eDiscovery-hold status and history, inactive-mailbox status, Recoverable Items
contents, deleted-item retention, journaling, backup, archive, and restoration records.

5 The identity of every administrator account and automated process that created, changed, disabled, removed, converted, or
reassigned the object, with dates and times, together with any human-resources separation, transfer, or reassignment
record that triggered it.

6 All communications within Lake County concerning the disposition of that mailbox, including any communication
referencing the preservation demand of June 23, 2026.

Every item is held by Lake County. Where one party controls both the record and the logs that would show what

became of it, the absence of an explanation is not neutral. Appellant is separately moving for preservation relief in

the civil actions; a federal preservation directive would reach the same records faster and without awaiting a civil

motion schedule.

VII. A PRESERVING AGENCY IN THE SAME MATTER, FOR COMPARISON

The contrast is not rhetorical. On July 20, 2026 the Village Manager of Lincolnshire — a municipality whose police

department appears in Lake County’s own warrant record as the issuing agency for the arrest warrant in this cause —

wrote to Appellant on Village letterhead, copying the Mayor, the Board of Trustees, and the Chief of Police:

BRADLY J. BUI, VILLAGE MANAGER, VILLAGE OF LINCOLNSHIRE — JULY 20, 2026

[  “The Village of Lincolnshire acknowledges receipt of a litigation hold in force since June 6,

2026 and confirms all records related to this matter will be retained by the corporate authorities of

the Village of Lincolnshire as required by law. … The Village of Lincolnshire is prepared to comply

with any direction or request from the PAC to comply with your requested review.”  ]

That is Exhibit G. It took one page and three sentences over the signature of a village manager. As to the mailbox that is
the subject of this referral, Lake County has acknowledged no hold, confirmed no retention, stated no position, and has
never disclosed that the address was retired or what became of its contents. It is the difference between an agency that
answered and an agency that did not, in the same matter, on the same records question, three weeks apart.
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Respectfully and without waiver of any right or remedy,

/s/ Ehab Allababidi
EHAB ALLABABIDI  |  Pro Se
8516 W. Winona St., Chicago, IL 60656
(773) 920-0030 | defcon5ready@gmail.com
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E N C L O S U R E  R E G I S T E R

EXHIBIT INDEX
The following authenticated records are transmitted with and incorporated into this letter.

EX. RECORD BATES / SOURCE

A Email transport metadata and recipient-status record
Six messages with Gmail record identifiers, RFC 822 byte lengths, SHA-256 digests, and
full header linkage. Certified under 735 ILCS 5/1-109.

DMTR-000001 –
DMTR-000007

B The custodian's pre-plea correspondence
July 2025. “ANY violations, and it stays a” felony; “I’ll revoke the offer … I will be asking for
prison.”

PROD-000384, 000386,
000388

C The custodian circulating an update to county civil counsel
December 5, 2025, cc ASA Benjamin Dillon.

PROD-000186

D The custodian's role in the plea and victim consultation, as produced
August through October 2025. Establishes the custodian's direct and continuing role in the
prosecution whose records are now at issue. Several pages carry the production's black
masking.

PROD-000381 –
PROD-000391

E The preservation and FOIA threads the same office masked in part
July 15, 2026. Includes the routing of a draft records response to the Chief Deputy of the
Civil Trial Division and the warrant-notification forward of the same afternoon.

PROD-000217, 000218,
000225

F Notice of the thirty-nine-page facsimile, June 18, 2026, 8:44 a.m.
The transmission carrying the verified motion for substitution of judge for cause.
Documented actual notice to the State on the morning of service.

PROD-000465

G Village of Lincolnshire — what a preserving agency's answer looks like
July 20, 2026. In one page the Village Manager acknowledged a litigation hold in force
since June 6, 2026, confirmed all records would be retained as required by law, and offered
to comply with any direction of the Public Access Counselor. No Lake County office has
issued a comparable writing as to the mailbox at issue here.

LINC-000001
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A

Email transport metadata and recipient-status record

DMTR-000001 – DMTR-000007

Six messages with Gmail record identifiers, RFC 822 byte lengths, SHA-256 digests, and full header
linkage. Certified under 735 ILCS 5/1-109.

The pages that follow are a true copy of the referenced record, produced without alteration.
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IN THE APPELLATE COURT OF ILLINOIS
SECOND DISTRICT

PEOPLE OF THE STATE OF ILLINOIS,
Plaintiff-Appellee,

v.

EHAB ALLABABIDI,
Defendant-Appellant, Pro Se.

APPELLATE COURT OF ILLINOIS
SECOND DISTRICT

Appeal No. 2-26-0352

Appeal from the Circuit Court of
Lake County, No. 23 CF 1146

The Honorable Christopher R. Stride,
Judge Presiding

FRANCIS DEROSA EMAIL ADDRESS — TRANSPORT METADATA AND
RECIPIENT-STATUS RECORD

Gmail record identifiers, RFC 822 hashes, and Microsoft 365 transport-header linkage

Purpose. This record joins three outbound messages, the June 23 Microsoft automatic reply, the July 14
Microsoft non-delivery report, and the July 29 Gmail delivery-status notification quoting Microsoft Exchange
Online Protection's rejection. It connects each response to its triggering message and records the raw-message
integrity identifiers.

Address tested fderosa@lakecountyil.gov

Acquisition Connected Gmail account; raw RFC 822 MIME requested and reviewed July 29, 2026.

Integrity method SHA-256 over the decoded Gmail raw base64url RFC 822 bytes; byte lengths and Gmail
record IDs listed below.

Native-record limit The native RFC 822 messages remain in Gmail and are not embedded as .eml files. The
hashes identify the raw records retrieved during this review.

Finding. On June 23, 2026 the mailbox at fderosa@lakecountyil.gov existed, was licensed, was enabled,
and was running an inbox rule: 101 seconds after receiving a written preservation demand it answered,
from its own address, through Lake County's Microsoft Mailbox Rules Agent, in a reply whose
In-Reply-To and Exchange parent-message identifiers name the preservation email itself. Twenty days
later the address did not resolve in Lake County's directory: on July 13 Lake County's own Microsoft 365
returned 550 5.1.10 RESOLVER.ADR.RecipientNotFound — “fderosa wasn't found at
lakecountyil.gov” — and on July 29 Lake County's Microsoft edge rejected it again with 550 5.4.1
Recipient address rejected. The recipient object for a custodian under an express litigation hold
was removed from or disabled in Lake County's directory between June 23 and July 13, 2026. Lake
County has never disclosed that the address was retired, that the custodian separated, or what became of
the mailbox contents.

DMTR-000001
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Six-event chronology
Event Chicago / UTC Record and result

1 Jun. 23, 2026
1:13:14 PM CDT
18:13:14 UTC

Outgoing preservation email; exact address in CC.

2 Jun. 23, 2026
1:14:55 PM CDT
18:14:55 UTC

Lake County Microsoft auto-reply from exact address, 101 seconds later.

3 Jul. 13, 2026
8:09:19 PM CDT
Jul. 14 01:09:19 UTC

Outgoing demand; exact address again in CC.

4 Jul. 13, 2026
8:09:38 PM CDT
Jul. 14 01:09:38 UTC

Lake County Microsoft NDR, 19 seconds later: 550 5.1.10 RecipientNotFound.

5 Jul. 29, 2026
7:13:50 PM CDT
Jul. 30 00:13:50 UTC

Outgoing warrant/FOIA notice; CC displays the address as FDeRosa@lakecountyil.gov.

6 Jul. 29, 2026
7:14:05 PM CDT
Jul. 30 00:14:05 UTC

Gmail DSN quotes Lake County's Microsoft edge, 15 seconds later: 550 5.4.1 Recipient
address rejected.

The two rejection codes are distinct but substantively aligned
Date / code Where the rejection appears Recorded meaning

Jul. 14
550 5.1.10

Lake County/Microsoft NDR from
No-Reply@lakecountyil.gov;
RESOLVER.ADR.RecipientNotFound.

Recipient not found by SMTP address lookup.

Jul. 29
550 5.4.1

Gmail DSN quoting the response of
lakecountyil-gov.mail.protection.outlook.com; Recipient
address rejected: Access denied.

Microsoft's Exchange Online NDR table states
that this exact variant means the recipient
address does not exist.

Microsoft source: Email nondelivery reports and SMTP errors in Exchange Online (entry for 5.4.1, “Recipient address rejected: Access
denied”).

DMTR-000002

https://learn.microsoft.com/en-us/troubleshoot/exchange/email-delivery/ndr/non-delivery-reports-in-exchange-online


1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

People v. Allababidi — DeRosa Email Transport Metadata Record — No. 2-26-0352 Page 3

I. June 23: exact message-level linkage to an operational mailbox rule
The outgoing message placed the exact address in CC. The reply arrived 101 seconds later from that

address. Its In-Reply-To, References, and x-ms-exchange-parent-message-id identify the outgoing RFC
Message-ID—not merely a similar subject line.

Outgoing Gmail ID 19ef5afba9d66ff2

Outgoing RFC Message-ID <CABSQYDgN_​_​N0kCdeAVgvgZEHnxsBVSZk4dyq7Zx69rX9jp1Ueg@​mail.​gmail.​com>

Auto-reply Gmail ID 19ef5b14bc6788e6

Auto-reply RFC Message-ID <4b3e6b3a368242ba9a30e920f69662ba@​PH0PR09MB10589.​namprd09.​prod.​outlook.​com>

In-Reply-To <CABSQYDgN_​_​N0kCdeAVgvgZEHnxsBVSZk4dyq7Zx69rX9jp1Ueg@​mail.​gmail.​com>

Exchange parent ID <CABSQYDgN_​_​N0kCdeAVgvgZEHnxsBVSZk4dyq7Zx69rX9jp1Ueg@​mail.​gmail.​com>

Header / control Observed value Significance

Auto-Submitted auto-generated System-generated response.

Generated source Mailbox Rules Agent Microsoft mailbox-rule processing.

Inbox rules loop fderosa@lakecountyil.gov Exact address named by Exchange.

Originator / tenant lakecountyil.gov
dd536cf5-92fd-42ff-a754-e98666cb7a96

Lake County Microsoft 365 organization and tenant
identifier.

Cross-tenant fields AuthAs: Internal
from-entity: Hosted

Microsoft marked the response as internal/hosted at
origin.

Domain authentication DKIM pass; SPF pass; DMARC pass Cryptographically authenticates Lake County's
domain as the origin of the reply.

Complete reply body: “I am currently out of the office and will return, Thursday, 6/25/2026. If
you need immediate assistance, please call 847-377-7850.”

Gmail record 19ef5b14bc6788e6.

DMTR-000003



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

People v. Allababidi — DeRosa Email Transport Metadata Record — No. 2-26-0352 Page 4

II. July 14: exact message-level linkage to RecipientNotFound
The later outgoing message again placed the exact address in CC. Nineteen seconds later,

No-Reply@lakecountyil.gov returned a Microsoft 365 NDR. Its In-Reply-To identifies the later outgoing RFC
Message-ID, and the diagnostic names the exact recipient and rejecting Microsoft host.

Outgoing Gmail ID 19f5e2bdbc02ce44

Outgoing RFC Message-ID <CABSQYDitEmfK7ut87rUFnjD8fJdPko-​wR4pyOD0JvPvOvZDsOA@​mail.​gmail.​com>

NDR Gmail ID 19f5e2c37358a2ae

NDR RFC Message-ID <e26bbe6c-​4acf-​44c6-​8c6c-​0d337237b626@​SJ0PR09MB6366.​namprd09.​prod.​outlook.​com>

NDR In-Reply-To <CABSQYDitEmfK7ut87rUFnjD8fJdPko-​wR4pyOD0JvPvOvZDsOA@​mail.​gmail.​com>

Rejecting host SJ0PR09MB6366.​namprd09.​prod.​outlook.​com

Operative Microsoft diagnostic:

“Your message to fderosa@lakecountyil.gov couldn't be delivered.”
“fderosa wasn't found at lakecountyil.gov.”

“550 5.1.10 RESOLVER.ADR.RecipientNotFound; Recipient fderosa@lakecountyil.gov not
found by SMTP address lookup”

Microsoft 365 NDR, Gmail record 19f5e2c37358a2ae.

Header / control Observed value Significance

Auto-Submitted auto-replied Automated non-delivery report.

Return-Path <> Null reverse path customary for delivery-status
messages.

X-OriginatorOrg lakecountyil.gov Lake County organization identified in message
headers.

Authentication DKIM pass; DMARC pass; ARC pass Supports Lake County/Microsoft origin. SPF was
none because the reverse path was null, not an SPF
failure.

Transport Google SMTP to Microsoft protection by TLS;
Microsoft outbound to Gmail by TLS

The record reflects cross-system SMTP handling, not
a Gmail client-side warning.

DMTR-000004
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III. July 29: persistent rejection, different Microsoft status code
The third outbound message displayed the address as FDeRosa@lakecountyil.gov in CC. Fifteen seconds

later, Gmail generated a delivery-status notification that quoted the remote response from Lake County's
Microsoft Exchange Online Protection endpoint. The DSN's References, In-Reply-To, and delivery-status
X-Original-Message-ID all match the third outgoing RFC Message-ID.

Outgoing Gmail ID 19fb05ece7f5a42d

Outgoing RFC Message-ID <CABSQYDjWtJH6vL2Yk=d54zs=cY+XyPNc6DmSuwSgn_​atgLqUPQ@​mail.​gmail.​com>

DSN Gmail ID 19fb05f0765d5a9b

DSN RFC Message-ID <6a6a974d.​837427a8.​df086.​0b4a.​GMR@​mx.​google.​com>

References / In-Reply-To <CABSQYDjWtJH6vL2Yk=d54zs=cY+XyPNc6DmSuwSgn_​atgLqUPQ@​mail.​gmail.​com>

Final-Recipient rfc822; FDeRosa@​lakecountyil.​gov

Remote-MTA lakecountyil-​gov.​mail.​protection.​outlook.​com

Operative remote-server diagnostic preserved in the Gmail DSN:

“Your message wasn't delivered to FDeRosa@lakecountyil.gov because the address couldn't be
found, or is unable to receive mail.”

“550 5.4.1 Recipient address rejected: Access denied. For more information see
https://aka.ms/EXOSmtpErrors [BL02EPF0001B419.namprd09.prod.outlook.com
2026-07-30T00:14:05.229Z 08DEEDC046F778E5]”

Gmail delivery-status record 19fb05f0765d5a9b.

Delivery-status field Exact value Significance

Reporting-MTA googlemail.com Gmail generated the DSN after the remote
rejection.

Action / Status failed / 5.4.1 Permanent SMTP failure recorded for the exact
final recipient.

Remote-MTA lakecountyil-gov.mail.protection.outlook.com Lake County's Microsoft 365 MX endpoint
supplied the rejection.

Rejecting host BL02EPF0001B419.namprd09.prod.outlook.com Microsoft Exchange Online Protection host
named in the diagnostic.

Elapsed time 15 seconds Near-immediate edge rejection after the
outgoing timestamp.

Comparison. This is not the same enhanced status code as the July 14 NDR. It is, however, the same
underlying result for this record: Microsoft did not accept the address as a valid recipient. Microsoft's current
Exchange Online NDR table describes 5.4.1 “Recipient address rejected: Access denied” as meaning that the
recipient address does not exist.
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IV. Integrity inventory and evidentiary boundary
Event / Gmail ID RFC 822 bytes SHA-256 of decoded Gmail raw bytes

1. 19ef5afba9d66ff2
June 23 outgoing preservation email

1,409,798 d66683cbb8323e5f58bdbfa7c2e65fdb6aba81f4b1b4f1cc8f9048e8d
65fc8c4

2. 19ef5b14bc6788e6
June 23 Microsoft automatic reply

11,454 9a2af4d93a46a3516bd7c066e3e16bd575ebaf2d68042c520e1602fc4
a890995

3. 19f5e2bdbc02ce44
July 13/14 outgoing demand

1,664,354 83ddf0092398723a00de581659bd9f625ba7c452c1ebe00aca55cef36
7e22989

4. 19f5e2c37358a2ae
July 14 Microsoft non-delivery report

1,735,496 962a1ef0f9f7583c61c940a50ac3c33a76e7e7127ef85818968a32b89
5aa4649

5. 19fb05ece7f5a42d
July 29 outgoing warrant / FOIA notice

2,208,435 bba5c8475d046ddbf4a13327c3ab7d265f183cd1246e57891241dc4a
17e39f77

6. 19fb05f0765d5a9b
July 29/30 Gmail DSN quoting Microsoft
edge rejection

16,996 09927f2486ef1db80d493a417fee3fd66e3ec94e958791268e5deb032
fcc5289

Established on the face of these records Why it is not answerable by explanation

On June 23, 2026 the mailbox was provisioned, licensed, enabled,
and executing an inbox rule. A Microsoft Mailbox Rules Agent
auto-reply is generated by a functioning mailbox and by nothing
else.

No configuration accident produces an inbox-rule reply from a
mailbox that does not exist. The June 23 baseline is fixed.

The reply was triggered by a written preservation demand. Its
In-Reply-To and x-ms-exchange-parent-message-id name that
message's RFC Message-ID exactly, not a similar subject line.

Lake County's own transport headers establish that the custodian's
mailbox received the hold. Notice is documented at the message
level.

On July 13, 2026 the address failed directory resolution: 550
5.1.10 RESOLVER.ADR.RecipientNotFound, “fderosa wasn’t
found at lakecountyil.gov.”

A RecipientNotFound is the result of a directory lookup. It is not
a spam block, a quota, a policy rejection, or a sender-side
condition; no action by the sender can produce it.

On July 29, 2026 Lake County's Microsoft edge rejected the
address again: 550 5.4.1 Recipient address rejected, at
lakecountyil-gov.mail.protection.outlook.com.

The condition was not transient. It persisted across sixteen days
and two distinct Microsoft status codes.

Deprovisioning, license removal, alias deletion, conversion to a
shared or inactive mailbox, and directory-synchronisation change
are the mechanisms by which this occurs.

Each of those is an administrative act by Lake County on a
mailbox under hold. Identifying which one was used does not
excuse it; it only names the manner. Every one of them requires
the same disclosure: what became of the contents, on what date,
and on whose instruction.

Records Lake County Must Produce to Account for the Change
A. Microsoft Entra ID / Active Directory user-object creation, disablement, deletion, restoration, and

change history.

B. Exchange Online recipient-object, mailbox lifecycle, soft-deleted/inactive/shared/converted-mailbox,
alias/proxy-address, and license history.

C. Exchange message trace for all three transmissions; Unified Audit Log; Exchange admin and mailbox
audit logs; directory-synchronization logs.

D. Retention, litigation-hold, eDiscovery-hold, inactive-mailbox, Recoverable Items, deleted-item,
journaling, backup, archive, and restoration records.
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E. The identity of every administrator or automated process that changed, disabled, removed, converted,
or reassigned the recipient object, together with any HR separation, transfer, or reassignment trigger.

Every record in that list is in Lake County's exclusive possession. The transport evidence fixes the
window — June 23 to July 13, 2026 — and fixes the fact that the custodian's mailbox was under a documented
hold when the window opened. What remains unknown is only what Lake County alone can answer: which
administrative act was performed, on what date, by which account, on whose instruction, and whether the
mailbox contents were preserved before it was performed. A party on notice of litigation bears the duty to
preserve. Where the party controls both the mailbox and the logs that would show what happened to it, the
absence of an explanation is not neutral.

Verification
Under penalties as provided by law pursuant to section 1-109 of the Code of Civil Procedure (735 ILCS

5/1-109), I certify that the statements set forth in this instrument are true and correct, except as to matters stated
on information and belief, and as to those matters I certify that I verily believe them to be true. Every
description of a court record in this instrument is drawn from the document identified for it in the supporting
record filed herewith.

Respectfully submitted,

/s/ Ehab Allababidi
EHAB ALLABABIDI
Defendant-Appellant, Pro Se
8516 W. Winona St., Chicago, Illinois 60656
(773) 920-0030  |  defcon5ready@gmail.com
Dated: July 29, 2026
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B The custodian's pre-plea correspondence
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EA

B

The custodian's pre-plea correspondence

PROD-000384, 000386, 000388

July 2025. “ANY violations, and it stays a” felony; “I’ll revoke the offer … I will be asking for prison.”

The pages that follow are a true copy of the referenced record, produced without alteration.









C The custodian circulating an update to county civil counsel

Allababidi v. Shepherd — N.D. Ill. No. 1:26-cv-06738 (Kennelly, J.)   |   PROD-000186   |   Allababidi v. Junkin — N.D. Ill. No. 1:26-cv-01077 (Blakey, J.)

EA

C

The custodian circulating an update to county civil counsel

PROD-000186

December 5, 2025, cc ASA Benjamin Dillon.

The pages that follow are a true copy of the referenced record, produced without alteration.





D The custodian's role in the plea and victim consultation, as produced

Allababidi v. Shepherd — N.D. Ill. No. 1:26-cv-06738 (Kennelly, J.)   |   PROD-000381 – PROD-000391   |   Allababidi v. Junkin — N.D. Ill. No. 1:26-cv-01077 (Blakey, J.)

EA

D

The custodian's role in the plea and victim consultation, as
produced

PROD-000381 – PROD-000391

August through October 2025. Establishes the custodian's direct and continuing role in the
prosecution whose records are now at issue. Several pages carry the production's black masking.

The pages that follow are a true copy of the referenced record, produced without alteration.













E The preservation and FOIA threads the same office masked in part

Allababidi v. Shepherd — N.D. Ill. No. 1:26-cv-06738 (Kennelly, J.)   |   PROD-000217, 000218, 000225   |   Allababidi v. Junkin — N.D. Ill. No. 1:26-cv-01077 (Blakey, J.)

EA

E

The preservation and FOIA threads the same office masked
in part

PROD-000217, 000218, 000225

July 15, 2026. Includes the routing of a draft records response to the Chief Deputy of the Civil Trial
Division and the warrant-notification forward of the same afternoon.

The pages that follow are a true copy of the referenced record, produced without alteration.









F Notice of the thirty-nine-page facsimile, June 18, 2026, 8:44 a.m.

Allababidi v. Shepherd — N.D. Ill. No. 1:26-cv-06738 (Kennelly, J.)   |   PROD-000465   |   Allababidi v. Junkin — N.D. Ill. No. 1:26-cv-01077 (Blakey, J.)

EA

F

Notice of the thirty-nine-page facsimile, June 18, 2026, 8:44
a.m.

PROD-000465

The transmission carrying the verified motion for substitution of judge for cause. Documented actual
notice to the State on the morning of service.

The pages that follow are a true copy of the referenced record, produced without alteration.





G Village of Lincolnshire — what a preserving agency's answer looks like

Allababidi v. Shepherd — N.D. Ill. No. 1:26-cv-06738 (Kennelly, J.)   |   LINC-000001   |   Allababidi v. Junkin — N.D. Ill. No. 1:26-cv-01077 (Blakey, J.)

EA

G

Village of Lincolnshire — what a preserving agency's answer
looks like

LINC-000001

July 20, 2026. In one page the Village Manager acknowledged a litigation hold in force since June 6,
2026, confirmed all records would be retained as required by law, and offered to comply with any

direction of the Public Access Counselor. No Lake County office has issued a comparable writing as
to the mailbox at issue here.

The pages that follow are a true copy of the referenced record, produced without alteration.



July 20, 2026

VILLAGE OF

LINCOLNSHIRE

Mr. Ehab Allababidi, Pro Se
8516 W. Winona Street
Chicago, IL 60656

SUBJECT: Acknowledgement of Litigation Hold and FOIA Status Update

Dear Mr. Allababidi,

The Village of Lincolnshire is in receipt of your various electronic communications dated July 17,
2026. The Village of Lincolnshire acknowledges receipt of a litigation hold in force since June 6,
2026 and confirms all records related to this matter will be retained by the corporate authorities of
the Village of Lincolnshire as required by law.

In response to your communication regarding records requests under the Freedom of Information
Act submitted to the Village of Lincolnshire, the Village is aware you have filed a request for review
to the Public Access Counselor (PAC) in the Office of the Illinois Attorney General. The Village of
Lincolnshire is prepared to comply with any direction or request from the PAC to comply with your
requested review.

cc: Lincolnshire Mayor and Board of Trustees
Police Chief Leonas

Sincerely,

Bradly J. Bui
Village Manager

1 Olde Half Day Road, Lincolnshire, IL 60069 I www.lincolnshireil.gov I P: 847-883-8600 I F: 847-883-8608


